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NHO®OPMALIMOHHASA TAMATKA
JJISA OBYHYAIOIIUXCA 1J1A PASMEINEHUSA
HA O®PUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM I'OJAOM MOJIOACKN B MHTCPHETC CTAHOBUTBLCA 6OHBH_IG, a IIKOJIbHUKKW OJHHU U3
caMbIX aKTHBHBIX IOJb30BaTeneil PyHera. Mexay TeM, HOMHMO OTPOMHOTO KOJIHYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT W MpoOJIeMbl. DTa MaMsATKa JOJDKHA MMOMOYb Tebe Oe301acHo
HAaXOJUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IMPOrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOIl SBISICTCS CIIOCOOHOCTh K pasMHOXKEHHIO. B pomoiHeHume K 3TOMY,
BUPYCbl MOTYT IOBPEAMTb MJIM IIOJIHOCTBIO YHUYTOXUTh Bce (ailabl M JaHHBIE,
MOJIKOHTPOJIbHBIE [10JIB30BATENI0, OT UMEHHM KOTOPOro Obliia 3alylleHa 3apa)KeHHasi IporpaMma,
a TaKXe MOBPEIUTh WM JIa)KE€ YHUUTOXXUThH ONEPAllMOHHYIO CHUCTEMY CO BCeMM (ailmamu B
1esoM. B OonbIIMHCTBE CllydaeB pacipoCTPaHSIIOTCS BUPYChl UEPE3 UHTEPHET.

MeToapl 3alIUTHI OT BPCOAOHOCHBIX ITPpOTIpaMM:

1. Wcnonb3yii COBpEMEHHBIC OIEPAIlMOHHBIC CHCTEMbI, UMEIOIIHNE CEPbE3HBbIN ypPOBEHBb
3alIUThI OT BPEJAOHOCHBIX MTPOTPAMM;

2. TlocrossHHO ycraHaBiMBai mautd (IUQPOBBIC 3aIUIATKH, KOTOPHIC aBTOMATUYCCKH
YCTQHABJIIMBAIOTCS C IENbI0  JTOpabOTKM MpOrpaMMbl) M JIPYrHe OOHOBJICHUS CBOCH
orepanmoHHol cucreMbl. CkaunBail X TOJIBKO ¢ ounuaipHoro caira pazpadorunka OC. Eciu
CYIIECTBYET PEKUM aBTOMATHUYECKOTO OOHOBIICHUS, BKIIIOUYH €T0;

3. Paboraif Ha cBOeM KOMIIBIOTEpE IIOJ IpaBaMHU ITOJH30BATEls, @ HE aJMHHUCTPATOpA.
OTO HE TMO3BOJMUT OOJBUIMHCTBY BPEJIOHOCHBIX NPOTPaMM HHCTAUIMPOBAThCS Ha TBOEM
HePCOHATILHOM KOMITBIOTEPE;

4. Vicrionb3yil aHTUBHUPYCHBIE MPOTPAaMMHBIE MPOAYKTHl M3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub PU3NUECKUI TOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Vcnonp3yli BHEIIHWE HOCUTENU MH(GOpMaLUHU, Takue Kak (remka, AMCK WK Qailn us3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIIbIOTEpHBIE (DaiiIbl, TOTyUYEHHBIE U3 HEHA/IEKHBIX UCTOYHHUKOB. Jlaxe
Te (ailyibl, KOTOPbIE MPUCIIAT TBOW 3HAKOMBIH. Jlyullle yTouHM y HETo, OTIPaBJIsI U OH TeOe ux.

Cerun WI-FI

Wi-Fi - 370 He BU/ Mepeadn JaHHBIX, HE TEXHOJOTHsI, a BCETO JIHMIIL OpeH 1, Mapka. Emie B
1991 rony Huaepnanjackas kommnanus 3apeructpupoBania Opern "WECA", yto o0o3Hauano
cnoBocodetanue "Wireless Fidelity", koTopslii mepeBogUTCS Kak "GecrpoBOIHAas TOYHOCTH'".

Jlo Hamiero BpeMeHM Jonula Jpyras abOpeBuarypa, KOTOpas SIBJISETCS TakoW ke
TexHosorueit. to abopesuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHAAPT
BbIcIIel 3ByKoBo TexHuku Hi-Fi, uTo B nepeBojie 03HadaeT "BbICOKasi TOYHOCTH".



Jla, OecraTHBIM MHTEPHET-AOCTYN B Kade, OTENSIX W a’pomoprax SBISETCS OTIWYHOU
BO3MOXXHOCTBIO BBIXOJla B HHTEpHET. HO MHOTHE KCIepThl CUMUTAIOT, YTO O0IIe1ocTynHble Wi-
Fi cetu He aBnsroTCS O€30MaCHBIMU.

CoBeTbl 110 6€30MmacHOCTH paboTHI B 00MIeA0CTYTHBIX ceTssx Wi-fi:

1. He mepenaBaii cBoro nuuHyr0 uH(popmanuio uepe3 obmemoctymubie Wi-Fi cern.
PaGoras B HUX, XCJIATCJIIbHO HC BBOAWUTL MMapOJi JOCTYIIA, IOTUHBI U KaKHUC-TO HOMEPA,

2. Wcnonb3yit 1 OOHOBIIANM aHTHBUPYCHBIE MpOrpaMMbl M OpaHaMayep. Tem caMbIM ThI
o0e3omnacuiib cedst OT 3aKaYyKU BUpyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnons3oBannu Wi-Fi otkmioun ¢yskmuro "OOmmii goctyn Kk daitmam u
npuntepam". JlanHas (yHKOUS 3aKphiTa 1O YMOJYaHHWIO, OJHAKO HEKOTOPHIE IMOJIb30BATEIH
AKTUBUPYIOT €€ JUIsl y100CTBa HCIIOJIb30BaHMs B paboTe miu yueoe;

4. He ucnonb3yit nyonuunsii WI-FI nns mepenaun NWYHBIX JAaHHBIX, Hampumep AJs
BBIX0/Ia B COL[MAJIbHBIE CETU WUJIU B AJIEKTPOHHYIO MOYTY;

5. Ucnonw3yil Tonpko 3amuineHHoe coenuHenue yepe3 HTTPS, a e HTTP, t.e. mpu
Habope BeO-aapeca BBoau MMeHHO "https://";

6. B MobunsHoM Tenedone otkimoun ¢pynkuuo "llogkmouenue k Wi-Fi aBTomatuyecku'.
He nomyckait aBTOMaTn4eckoro MmoAKII0YeHHs ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormiacusi.

CoumnajnHble ceTH

ConuanpHble CETH aKTUBHO BXOJIAT B HAIIly KU3Hb, MHOTHE JIIOJIM pa0OTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3apeructpupoBaH MIULIHAp] 4YEJIOBEK, UTO SIBJISAETCS OIHOM
CeIbMOM BCEX JKUTENEH TUIaHeThl. MHOTrMEe TOJIb30BaTeNId HE MOHUMAIOT, 4YTO WHGpOpMaIus,
pa3MeIleHHas UMU B COIMANIbHBIX CETAX, MOKET ObITh HaliJleHa U MCIOJIb30BaHa KeM YrOJHO, B
TOM YHCIIe HE 00s13aTeNbHO ¢ OJIaruMu HAMEPEHUSIMH.

OCHOBHBIEC COBETHI 10 0€30IIACHOCTH B COMHUAJIbHBIX CCTAX:

1. Orpanuup crnucok apyzed. Y Tebs B Jpy3bsiX HE JOJKHO OBbITh CIIydyailHBIX U
HE3HAKOMBIX JIIOJCH;

2. 3amuiail cBo 4acTHYIO Ku3Hb. He yka3piBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JIPYTYI JUYHYI0O HWHGOpManMio. 3JI0yMBIIUIEHHUKH MOTYT HCIOJIb30BaTh JaXe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYCTEC MPOBECTH KAHUKYJIbI;

3. 3ammiail cBOIO peryTaluio - AepKU €€ B YUCTOTE M 3ajiaBail cebe BOIPOC: XOTel Obl
ThI, YTOOBI IPYrHe MOJIb30BATENN BUAEIH, UTO ThI 3arpyxaemib? [Togymaii, mpexae 4eM uTo-To
OITyOJIMKOBATh, HAMMKCATh U 3aTPY3UTh;

4. Ecau ThI roBopuviib € JHOAbMU, KOTOPBIX HC 3HACIIb, HC I/ICHOJ'IB3yI71 CBOC PCAJIbHOC UM
" IPYT'YIO JIMYHYIO I/IH(pOpMaLII/II/IZ HUMs, MCCTO XKHUTCJIILCTBA, MECTO yLIC6LI " IpoUce;

5. U36erait pazmemienus ¢otorpaduii B IHTepHETE, Ii€ ThI M300pakeH HA MECTHOCTH, T10
KOTOPOH MO>KHO OTIPEICTINTH TBOE€ MECTOIIONIOKEHHE;

6. Ilpu peructpaiuu B COIMAIBLHON CETH HEOOXOAMMO HCIIONH30BATh CIOXKHBIC MApOIIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. I[J'I}I COLIMAJIbHOM CCTHU, MOYTBI U APYIrUux caiiToB HCOGXOI[I/IMO HCIIOJIb30BATh PA3HBIC



napoJiu. Tor;[a €CJIn T66$I B3JIOMAKOT, TO 3JIOYMBIINJICHHUKHU I1OJIYy4YaT JOCTYIl TOJIBKO K OAHOMY
MECTY, a He BO BCE Cpa3y.

JIeKTPOHHBbIE IeHbI' U

DNEeKTPOHHBIC JEHBIW - ATO OYCHb YJAOOHBIH CIOCOO IIaTexel, OJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPbIE XOTAT MOJTYYUTh 3TH JICHbIU.

9J'IGKTpOHHBI€ JCHBI'M IIOABHJIMCHh COBCEM HEAABHO W HMMCEHHO H3-3a 3TOrO BO MHOI'HUX
rocyaapCTBax A0 CHUX IMOP HE NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHU (PYHKIIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, /1€ UX Pa3JIeIsIoT
Ha HECKOJIbKO BHJIOB - aHOHUMHBIE U HE AHOHUMHBIE. Pa3HUIla B TOM, YTO AHOHUMHBIE - 3TO T€, B
KOTOPBIX paspemaercss MpOBOAUTH Onepauud 0e3 WACHTU(UKAIMKM IOJb30BaTeNsi, a B
HEAaHOHHUMHBIX UACHTU(UKALIMS TT0JIH30BATENS ABISETCS 00s13aTEIbHOM.

Taxke ciemyer pa3nuyarh 3JCKTPOHHBIE (HUATHBIE NEHBIU (PaBHBI TOCYAapCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbIE HE(PHUATHBIE IEHbI'M (HE paBHbI TOCYJAapPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI IO O€30IIaCHOM pa60Te C SJICKTPOHHBIMHU JICHbIaMU:

1. TlpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblii yJOOHBIH M OBICTPBINA CIIOCOO
BOCCTAaHOBUTH JOCTYN K cyery. l[lpuBsizaHHBI TenedoH MOMOXET, eciu 3alyaems CBOM
IUIATEKHBIA MApOJIb WM 3aii/iellb Ha CaliT ¢ HE3HAKOMOT'0 YCTPONCTBa,

2. Ucnonb3y#t omHopasoBkie mapoiu. [locie mepexoa Ha YCHIICHHYIO aBTOPU3AIHIO TeOe
yKe He Oy/IeT yrpoKaTh OIMACHOCTh KPaXKU WJIH TIEpeXBaTa MIaTeKHOTO Mapois;

3. Boibepu cnoxubiif mapoins. [IpectynHukam OyaeT He IPOCTO yraaaTh CIOXKHBINA MapoJb.
Hanexubie maponu - 3TO mapoyiv, KOTOPhIE COJEPKaT HE MEHEe 8 3HAKOB M BKIIIOYAIOT B ceOs
CTPOYHBIE U TPOMUCHBIE OYKBBHI, U(PHI U HECKOIHKO CHMBOJIOB, TaKH€ KaK 3HAK J0Japa,
¢byHTa, BOCKJIMIIATENbHBIN 3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIC JAHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSICIIb.
DJIeKTPOHHAA MOYTA

DNeKTpOHHAas MoYTa - 3TO TEXHOJIOTUS M MPEJOCTaBIsEMbIE €10 YCIYTU MO MEPEChUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOLIECHUH, KOTOpBIE PACHPEAEISIOTCS B KOMIIBIOTEPHOW CETH.
O6b1uHO JJIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLIUM oOpa3zom:
UMs_TOJIb30BaTEeI(@UMsL_JoMeHa. Takke KpoMme Iepefjaud MpoCTOro TeKCTa, HMEeTcs
BO3MOXKHOCTb NepeaaBaTh (paissl.

OcHOBHBIE COBETHI 110 O6€301acHOi paboTe ¢ IMEKTPOHHON TOUYTOM:

1. Hamo BBIOpaTh MpaBWIIbHBIA MOYTOBBIA CepBUC. B MHTEpHETE €CTh OrPOMHBINH BBIOOD
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JYYIIE JOBEPSATh TE€M, KOrO 3HAEIIb U KTO MEpBbIA B
pEUTHHTE;

2. He yka3piBail B NMYHOM moute NU4Hy0 HMHpopmauuio. Hanmpumep, mydmie BbIOparth
"My3bIKabHbIN _(paHaTt@" uwiun "pokx2013" Bmecto "temal3";

3. Hcnonb3yil IBYX3TAMHYIO aBTOPU3ALMIO. DTO KOI/a MOMUMO IMApOJIsi HY>KHO BBOJUTH
KO/, IpUChIIaeMblii 1o SMS;

4. BpiOepu CcroXHBIA Tapoib. JIJIsi KaXJoro MOYTOBOTO SIIUKA JOJDKEH OBITh CBOM



HaJCKHBINM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecin ecTh BO3MOMKHOCTh HamucaTh CAMOMY CBOW JIMYHBIA BOIPOC, UCHOJIB3YH 3Ty
BO3MOKHOCTB;

6. Hcrnonp3yid HECKOJIBKO IOYTOBBIX SIIMKOB. IlepBblid mJis 4acTHOM MEpPENUCKH C
aZipecaTamMu, KOTOPBIM Thl JOBepsellb. DTO 3JIEKTPOHHBIM agpec HEe HAJO0 HCIIOJIb30BaTh NPHU
peructpanuu Ha GopymMax U caTax;

7. He oTkpbiBail (haiisibl U Ipyrue BIOXKEHUS B MHCbMaX, AaXKe €CJIM OHU IPUIIUIA OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (paiiisl;

8. Ilocne oxkoHYaHUs PaOOTHI HA MMOYTOBOM CEPBUCE IMEPE 3aKPHITHEM BKIIAJKUA C CAUTOM
He 3a0y1bp HaXaTh Ha "BeiidTu".

KubepOy/uIMHT MM BUPTYaJibHOE U3/1€BATEJIbCTBO

KubepOymiauHr - npeciiejoBaHue COOOIIEHUSIMU, COAECPKAIIUMU OCKOPOJIEHUS, arpeccutio,
3alyTUBAaHKE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHUPOBAHME C MOMOIIBIO PA3IMYHBIX UHTEPHET-
CEPBHCOB.

OcHoBHBbIE COBETHI 110 00PbOE C KNOEPOYIIMHIOM:

1. He Opocaiics B 60ii. JIyuammii crmoco0: TOCOBETOBAThCS KaK ceOst BECTH U, €CIIM HET TOTO,
K KOMY MOXHO 06paTI/ITI)C$I, TO BHA4YaJIC YCIIOKOUTLCA. Ecimm TH HayHembs oOTBeYaTh
OCKOPOJICHUSAMH Ha OCKOPOJICHHSI, TO TOJBKO eIiie OOJIbIIE Pa30kKKelb KOHMIHUKT;

2. Ypasindii cBoeil kubeppernyTaimei;

3. AHOHMMHOCTHL B CETH MHHMAs. CYH_ICCTBYI-OT CITOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM adKKayHTOM;

4. He crouT BecTH XyJIUTaHCKUI 00pa3 BUPTyaslbHOM XKu3HU. VIHTEpHET (uKcupyeT Bce
TBOU JICHCTBUS U COXPAHSACT UX. Y NIANIUTh UX OyAET KpailHe 3aTpyIHUTEIHHO;

5. CoGurosiait CBOXO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHbli HeratuB. OJIHOPa30Bble OCKOPOUTENbHbBIE COOOIEHUS Jy4llle
UrHopupoBaTh. OOBIUHO arpeccusi IpeKpaliaeTcs Ha Ha4aabHOU CTaaNH;

7. ban arpeccopa. B nporpammax o0MeHAa MTHOBEHHBIMH COO6H.[€HI/I}IMI/I, B COIIMAJIbHBIX
CETAX €CTh BO3MOXKHOCTb 6J'IOKI/IpOBKI/I OTIIPaBKU COO6I.I.[CHPII>1 C OIIPECACIICHHBIX aAPCCOB;

8. Ecim Tl cBuzmerens kuOepOymiauHra. TBou JEHCTBUSA: BBICTYNIUTH MPOTHB
IIpeceioBaTeNs, MoKa3aTb €My, YTO €ro ACHCTBHs OLEHUBAIOTCA HETATUBHO, MOIIEPKATh
KEpPTBY, KOTOPOW HYXHa IICUXOJIOTMYecKas IOMOIb, COOOUIUTH B3pOCIbIM O (akre
arpecCUBHOIO MOBEJEHUS B CETH.

MoOnbHbIi Tes1eoH

CoBpemenHble cMapT(OHBI U MJIAHIIETHI coAepkKaT B ce0e BIIOJIIHE B3POCIbIN (hyHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYpPHUPOBAaTh CO CTallMOHAPHBIMHM KOoMIbOTepaMu. OJHAKO, CPEACTB
3alIUTHI ISl TOJIOOHBIX YCTPOMCTB MOKa O4YE€Hb Maslo. TecTHpoBaHME M MOUCK YSI3BUMOCTEW B
HUX NPOMCXOJUT HE TaK MHTEHCUBHO, Kak mis [IK, To ke camoe kacaercss M MOOMJIBHBIX
MIPUIIOKEHUN.



CoBpeMeHHBIE MOOMIIBHBIE Opay3epbl yXKe MPaKTHYSCKH JTOTHAIM HACTOJBHBIC aHAJIOTH,
OJIHAKO pacHMpeHne (yHKIMOHAJIA BJIEUYET 3a CO0O0M OOJIBIIYIO CIIOKHOCTH M MEHBIIYIO
3aLUIIEHHOCTb.

Jlaneko He Bce MPOU3BOAMTENM BBITYCKAIOT OOHOBJICHHS, 3aKPBIBAIOLINE KPUTHUECKHE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JJIA 0€3011aCHOCTH MOOHMILHOTO TeJ'Ie(bOHaZ

Hudero He sBisercs MMO-HAaCTOAICMY OecIuIaTHBIM. By,I[B OCTOPOXXEH, BEAb KOI'da Tebe
npeajararoT OecruiaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBI KAKHEC-TO INIATHBIC YCIIYT'U,

Hymaii, npexzae yem oTnpaBuTb SMS, poTo mnmum Bugeo. Tol TOUHO 3Haeb, TJe OHU OyIyT
B KOHEYHOM HTOre?

Heo6x0a1Mo 00HOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;
Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 1711 MOOHMIIBHBIX TeNIC(OHOB;

He 3arpy>1<aﬁ MMPHUIIOKCHHA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHU MOI'YT COACPIKATH
BpPCIOHOCHOC IIPOrpaMMHOC 06CCHC‘ICHI/IC;

[Tocne Toro Kak THI BBIAACHIH C CaiiTa, TZle BBOAWI JHYHYIO WH(POpPMALHUIO, 3aliau B
HACTpOIKM Opay3epa u ynanu cookies;

HepI/IOI[I/I‘leCKI/I HpOBepﬂﬁ, KaKHC IUIATHBIC YCIIYI'H aKTUBHUPOBAHbBI HAa TBOEM HOMEPE;

JlaBaii cBoil HOMep MOOUIBHOTO TenedoHa TOJIBKO JIOASM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIIIb;

Bluetooth nomkeHn ObITH BBIKIIIOUEH, KOTJIa Thl UM HE MoOyb3yemibcs. He 3a0piBaii nHOTIA
MIPOBEPSTH 3TO.

Online urpsi

CoBpeMEHHbBIE OHJIAWH-UTPBI - 3TO KpPAacOUYHbIE, 3aXBaTbIBAIOLIME Pa3BICYCHUS,
00BEAMHSIONINE COTHHU ThICAY YENIOBEK M0 BceMy Mupy. Urpoku ucciaenyroT JaHHBIA UM MHP,
00IIal0TCs IPYT € APYTOM, BBIIOJHSIOT 3a/laHUs, CPaXaroTcs ¢ MOHCTPaMM U TOJIY4YaroT OIIBIT.
3a yJOBOJILCTBHE OHHU IIIATAT: MOKYNAKOT JUCK, OIUIAYMBAIOT a0OHEMEHT MM MPHOOPETAIOT
KAaKHe-TO OILIHUH.

Bce atu cpenctBa uayT Ha TOAAEpKAHHE M DPAa3BUTHE UIPHL, a TaKkKe Ha caMy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMbl AaBTOPHU3Al[MHM, BBIMYCKAIOTCSI HOBBIE MAaT4U
(un¢poBbIe 3aMIaTKU JJIs1 TPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOJIO6HBIX urpax CTOUT oOIlacaTbCd HE CTOJIBKO CBOHUX COIICPHHUKOB, CKOJIBKO KpaxXu
TBOCTO MMapoJjid, Ha KOTOPOM OCHOBAaHAa CUCTEMA aBTOPU3AlIUU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO O€30IaCHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:

1. Ecnu apyroit urpok BeneT cedsl II0OXO0 WM CO3/AaeT TeOe HENMpUSTHOCTH, 3a0JI0KUpYH
€r0 B CITUCKE UTPOKOB;

2. Homanyﬁca AAMUHHUCTpATOpPAaM UI'PBI HA IIJIOXOC IMMOBCACHUEC 3TOI'0 UI'POKaA, KCIATCILHO
IMMPUIIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He ykaspiBaii muuHyto nHGopMaluio B mpodaiiie urpsl;



4. YBaxail Ipyrux y4aCTHUKOB [0 UTPE;
5. He ycranaBnuBaii HeoduMaIbHbBIE TATYA U MOJIBI;
6. Micnionb3yi CII0’KHBIE U pa3Hble N1apoJy;

7. Jlaxxe BO BpemMs WUIPbl HE CTOMT OTKJIIOYAaTh aHTUBHpYyC. lIoka Thl Wrpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

@OUIIUHT WA Kpaka JUIHbIX JAaHHbIX

OObIuHOW KpaXkei JeHer M JIOKyMEHTOB CEroJHs YK€ HHUKOro HE YAMBHIIb, HO C
pa3BUTHEM WHTEPHET-TEXHOJOTHH 3JIOYMBIIUICHHUKA TEPEMECTWINCh B  HHTEPHET, H
MPOJIOIHKAIOT 3aHUMATHCS ""TFOOUMBIM" IETTOM.

Tak mosiBHJIaCh HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WJIM (DUINUHT, TJIABHAS IEJb
KOTOPOTO COCTOUT B TOJNYyYEHUU KOHQPHUICHIIMAILHBIX JAHHBIX IOJIb30BATEICH - JIOTHHOB WU
naposeil. Ha anrnumiickom si3bike phishing untaercs kak ¢umuar (ot fishing - peiOHas 0B,
password - mapoJs).

OcHOBHBIE COBETHI IO OOPBHOE ¢ PUITHHTOM:

1. Cnenu 3a cBOMM aKKayHTOM. Eciu ThI IOJI03pEeBacIib, YTO TBOSI aHKETA OblIa B3JIOMaHa,
TO HEOOXOMMO 3a0JIOKMPOBATH €€ M COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOXHO
cKopee;

2. Wcnonw3yil 6e3omacHble BeO-CaliThl, B TOM YHCJIE, HHTEPHET-MAara3uHOB U MOUCKOBBIX
CHCTEM;

3. Ucnonw3yii cinoxHble U pa3Hble maponau. TakuMm oOpa3zom, eciau TeOs B3JIOMAOT, TO
3JI0YMBIIIJICHHUKH MTOJTy4aT JOCTYH TOJIBKO K OJTHOMY TBOEMY NPO(UIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebsi B3JIOMaJi, TO HEOOXOIUMO MPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPHIC
N00aBJICHBI Y T€OSI B IPY3bSIX, O TOM, YTO T€Os B3JIOMAIH U, BO3MOXKHO, OT TBOErO0 UMEHU OyAeT
pacchuIaThCs CIaM M CCHUIKU Ha (PUITUHTOBBIE CAlTHI;

5. YcranoBu HaaexHbIi naposis (PIN) Ha MOOUITBHBIN TenedoH;
6. OTKITI0YM cOXpaHEHHe Mapos B Opaysepe;

7. He oTkpbIBail (haiiiel U Ipyrue BIOKEHUS B MUCbMaX, AaXKe €CIIM OHU MPUIIUTA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISIIN JTU OHU TeOe AT (paitibl.

Hudposas penyranus

[udposas penyranus - 3TO HeraTHUBHAs WM NMO3UTHBHAs WH(pOpMalMs B CEeTH O Tele.
Komnpomerupytomas unpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEpbe3HbIM 00pa3oM
OTpa3uThcsA Ha TBOeW peanbHON ku3HU. "Lludposas penyrauus” - 370 TBOW HUMHUIK, KOTOPBIHA
bopmupyetcs u3 nHGopMaIuu 0 Tebe B UHTEPHETE.

TBoe mecTo KHUTCJILCTBA, yqe6bl, TBOC (1)I/IHaHCOBOC ITOJIOXKCHHUC, 0COOEHHOCTHU XapaxKkTepa u
paccka3bl O OJIM3KHUX - BCE 9TO HAKAILJIUBACTCS B CETH.

MHorue noJpoCTKHU JETKOMBICIEHHO OTHOCSTCS K MyOJIMKaluHu JUYHOW MH(pOpMaluu B
WuTepHeTe, HE MOHMMAas BO3MOKHBIX MOCIEACTBUI. ThI 1axe HE CMOXKEIIb JOTafaTbcs O TOM,
yT0 (poTorpadus, pazmenieHHas 5 JeT Ha3a/, cTajla IPUYUHON 0TKa3a MPUHATH TeOs Ha padoTy.



KommenTapun, pazmenienue TBoux (ororpaduii U Apyrue IeHCTBUS MOTYT HE HMCUE3HYTh
Jake MOCJIe TOT0, KaK Thl UX yJalUIIb. Thl HE 3HaElIb, KTO COXpaHWI 3Ty HH(OpMalKIo, Ionana
J¥ OHA B TOHMCKOBBIE CHCTEMBbl M COXPaHWJIACh JHM OHA, a TJAaBHOE: YTO MOAYMAlT O Tebe
OKpY’KaroIlIKe JIIOJIM, KOTOPhIe HAMIYT U yBUIAT 3T0. Haiitu uHpopmaIuo MHOIrO JIeT CIycTs
CMOXeT JI000# - Kak U3 JOOphIX MOOYXKIEHUH, TaK U C HaMEpeHHEeM MPUYUHHUTH Bpeld. ITO
MOJKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE U(POBON PEITyTAIHH:

1. IMogymaii, mpexae yeM 4YTO-TO MyOJIMKOBaThH W IepeaaBaTh y ceds B Oyiore Wid B
COIIMAILHOM CETH;

2. B nacrpoiikax npoduisi yCTAaHOBH OTpaHUYEHUS HA MPOCMOTP TBOETO MPO(UISI U €ro
COJIEP’)KUMOT0, ClIeNail ero TOJbKO "Isl Ipy3en';

3. He pa3smemait u He ykas3biBail MH()OPMAIIHIO, KOTOpPasi MOXET KOro-JIu00 OCKOPOJIATH
WY O0MXKATh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIBHUKH - aKTUBHBIE M0JIb30BaTENN LU(POBOro npocTpaHcTBa. OHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTMMHU BO3MOXXHOCTSIMHU HU(GPOBOro Mupa Tpedyer
COOITIO/ICHHSI TTPAB HA MHTEIICKTYAIBHYIO COOCTBEHHOCTD.

Tepmun "HHTeNIEKTyalbHas COOCTBEHHOCTh" OTHOCHTCA K PAa3JIU4YHBIM TBOPEHUSIM
YeJI0BEYECKOI0 yMa, HauMHasi ¢ HOBBIX M300pETeHUH U 3HaKOB, 0003HAYAIONIUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaHYMBasg KHHUTamu, QoTtorpadusiMu, KUHODWIBMaMH U
MY3bIKaJIbHBIMU [TPOU3BEICHUAMM.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEJJIEKTYyaJIbHYI0 COOCTBEHHOCTh HAa MPOU3BEACHUS
HayKH, JIUTEPATypbl U UCKycCTBA. ABTOPCKHUE MIpaBa BBICTYNAIOT B KaU€CTBE rapaHTUU TOTO, UYTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJdeT HampacHbIM, JacT €My CIpaBelJIMBbIE
BO3MOXKHOCTH 3apa0oTaTh Ha pe3ysbTaTax CBOEro TPyna, MOJYyYUTh U3BECTHOCTh U MpPHU3HAHHE.
HuxkTo 6e3 paspelieHust aBTopa He MOXKET BOCIIPOU3BOJUTD €r0 MPOU3BEIEHHE, PACIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HUMIOPTUPOBATH, IMYCKaTh B IMpOKaT, MyOIMYHO
UCTIOJIHATD, IOKA3bIBATh/UCHIOIHATH B A(Hpe UK pazmeniaTsh B IHTepHeTe.

Hcnons3zoBanue "mupaTckoro” MmporpaMMHOTO OOECIeUeHHUsT MOXKET MPUBECTU K MHOTHM
pUCKaM: OT TMOTEpHU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKH TBOETO YCTPOMCTBA, TIe
YCTaHOBJICHA HeJerajabHas nmporpamMma. He cTOMT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAJIbHBIC
u OecIIaTHbIE MPOTPaMMbl, KOTOPBhIE MOKHO HAWTH B CETH.

O nopraJjue

CereBu4ok.pp - TBOW TJIABHBI COBETYMK B CETH. 3J€Ch Thl MOXEIIb Yy3HATh O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIMHBIM SI3BIKOM, a MPU BO3HHUKHOBEHHH KPUTHUYECKOM
CUTyaIlMl OOpaTUTHCSA 3a COBETOM. A Take MPHUHATh y4acTHe B KOHKYpCax M CTaTh CaMbIM
U(POBBIM TPaKTIaHUHOM !



